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EXECUTIVE SUMMARY

Cyber-crime is generally defined as a criminal offence involving a computer as the object of the crime, or the tool used to
commit a material component of the offence.  This report provides a preliminary look into the issues, data sources, and
feasibility of collecting police-reported cyber-crime statistics.  Options for the development of ongoing data collection and
the nature and extent of cyber-crime activity in Canada are explored through this study.

Countries around the world are currently looking at ways to ensure that these activities are properly investigated and
reported.  For example, the UCR National Incident Based Reporting System (NIBRS) in the United States includes a
category that flags computer-related crimes.  The NIBRS provides the capability to indicate whether a computer was the
object of the crime and to indicate whether the offenders used computer equipment to perpetrate a crime.

Similar to research findings, consultations with Canadian police indicated that a uniform definition of cyber-crime has not
been established among the police community. Of the 11 major police forces consulted, 8 have a specialized unit that is
responsible for investigating cyber-crimes and have developed definitions, policies and procedures to assist in the
investigation.  Of these eight police forces, six have a system in place that collects data or information on cyber-crime
activity.  The police forces that did not currently collect this information stated that putting a data collection procedure in
place would not result in significant respondent burden.

As a result of the consultations with police, two options have been identified for the future collection of data on cyber-
crime from police services in Canada. The first option is to conduct a special study to collect detailed information from
police agencies that currently collect cyber-crime statistics. The second option is to modify the Incident-based Crime
Statistics (UCR2) Survey.  This option would include adding a data element that identifies criminal offences involving a
computer as the object or as the tool used to commit the crime. Both options are recommended to address the short-
term and long-term data needs of law enforcement agencies, policymakers and legislators.
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INTRODUCTION

Cyber-crime is a national and international concern that is having a serious impact on law enforcement at all levels.
Cyber-crime has recently received increased attention from federal, provincial and territorial governments, as well as the
police community.  To date, there are no national data on this important issue. This study examines the feasibility of
collecting police-reported cyber-crime statistics by examining different methods currently being used in the United States
and the United Kingdom in addition to methods that selected police forces in Canada use to gather and store information
on cyber-crime activity. The report examines definitions of cyber-crime, current legislation in Canada and other countries,
existing data, results from consultations with selected police forces and, finally, options for collecting cyber-crime data
from police agencies.

PART I – WHAT IS CYBER-CRIME?

To date, no single definition of cyber-crime has emerged that the majority of police departments use.  The following
working definition has increasingly been accepted by Canadian law enforcement agencies: "a criminal offence involving
a computer as the object of the crime, or the tool used to commit a material component of the offence." 1

Generally speaking, based on the definition created by the Canadian Police College and by other research sources
(Carter: 1995; Davis and Hutchison: 1997), there are two broad categories of cyber-crime. The first category is defined
where the computer is the tool of the crime.   This category includes crimes that law enforcement has been fighting in the
physical world but now is seeing with increasing frequency on the Internet.  Some of these crimes include child pornography,
criminal harassment, fraud, intellectual property violations and the sale of illegal substances and goods.

The second category is defined where the computer is the object of the crime.  Cyber-crime consists of specific crimes
dealing with computers and networks. These are new crimes that are specifically related to computer technology and the
Internet.  For example, hacking or unauthorized use of computer systems, defacing websites, creation and malicious
dissemination of computer viruses.

In addition to cyber-crime, there is also “computer-supported crime” which covers the use of computers by criminals for
communication and document or data storage. This type of crime is not included in the definition of cyber-crime used in
this report.

The terms “computer crime”, “computer-related crime”, “high-tech crime”, “cyber-crime” and “Internet crime” are often
used interchangeably when police and other information sources are discussed.

1 This definition is offered at the Canadian Police College, where Canadian police officers undergo training in computer crime investigative techniques.
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PART II – CANADIAN CYBER-CRIME LEGISLATION

One of the challenges currently faced by legal authorities is the difficulty of applying existing legislation to criminal
activities involving new technologies. As a result of recent commitments made by the Council of Europe Convention on
Cyber-Crime, efforts will be made to provide common international definitions of certain criminal offences relating to the
use of new technologies (see Part III for more information on the Convention on Cyber-Crime).

Canada was one of the first countries to enact criminal laws in the area of computer crime (Convention on Cyber-Crime:
2001). According to a study by a United Nations-sponsored network of Internet policy officials, Canada is ahead of nearly
two-thirds of the 52 countries surveyed in enacting laws to crack down on cyber-crimes (Chu: 2000). The 1985 amendments
to the Criminal Code introduced into law what was at the time generally considered to be a comprehensive group of
amendments directed at computer crime.  These amendments included section 342.1 (unauthorized use of  computer),
section 430.(1.1) (mischief in relation to data), section 327 (possession of  device to obtain  telecommunication facility or
service) and section 326 (theft of telecommunication service).  In 1997, the Criminal Law Improvement Act made various
amendments to the Criminal Code, including section 342.2 (possession of device to obtain  computer service).

In some cases, traditional crimes have simply adapted to new technology and, the criminal justice system, in response,
must make a similar adaptation. In addition, Canada has developed laws to successfully prosecute “other” computer-
related crimes, such as computer fraud and computer forgery.   In other cases, minor revisions to legislation have been
required to ensure that offences are defined in a way that captures the new technological aspects of the crime and that
the necessary law enforcement responses are permitted.  For example, it is already illegal in Canada to possess child
pornography, but revisions were made to legislation to make it illegal to download and view child pornography online.

Bill C-15A, which received Royal Assent on June 10, 2002, includes amendments to Canada’s child pornography provisions
that address the proliferation of that material on the Internet and similar advanced communications technologies.  This
Bill creates offences of transmitting, making available and accessing child pornography.  It also creates an offence for the
purpose of facilitating an offence against a child. The Bill also gives Canadian judges the power to ban Canada-based
child pornography sites and to order the forfeiture of materials or computers used in the crime.

Bill C15A

Legislation to better protect children from sexual exploitation:

• Creates a new offence that targets criminals who use the Internet to lure and exploit children for sexual purposes;
• Makes it a crime to transmit, make available, export and intentionally access child pornography on the Internet;
• Allows judges to order the forfeiture of any materials or equipment used in the commission of a child pornography

offence;
• Enhances the ability of judges to keep known sex offenders away from children by making prohibition orders,

long-term offender designations and one-year peace bonds available for offences relating to child pornography
and the Internet; and,

• Amends the child sex tourism law enacted in 1997 to simplify the process to prosecute Canadians who sexually
assault children in other countries.

Source:  Department of Justice Canada: 2002
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PART III – ACTIVITIES TO ADDRESS CYBER-CRIME IN
THE UNITIED STATES, THE UNITED KINGDOM
AND CANADA

The Internet is now available in over 200 countries and because of its “borderless” nature, crimes may be committed
through communications that are routed through a number of different countries (President’s Working Group on Unlawful
Conduct on the Internet: 2000). One of the biggest challenges of cyber-crime is that a criminal can commit a crime from
any country in the world; can target victims all over the globe; hide his/her identify by transmitting communications
through computer systems located in many foreign countries; and, store evidence in remote locations. The ability to trace
communications through different computer networks in different jurisdictions is a critical element in preventing, investigating
and prosecuting cyber-crime (Federal/Provincial/Territorial Working Group on Illegal and Offensive Content of the Internet:
2001).  Thus, it is not surprising that initiatives for combating cyber-crime largely rely on international cooperation.

The first comprehensive international effort to deal with computer crime problems was initiated by the Organization for
Economic Co-operation and Development during the 1970’s.    Considerable effort went into determining what was
meant by “computer crime” and towards developing guidelines to promote harmonization of international computer crime
laws.   It was recognized that international harmonization was necessary in order to have effective enforcement of what
is largely an international crime.

Most recently in 2001, Canada and 29 other countries signed the Council of Europe Convention on Cyber-Crime, but
most, including Canada, still have not ratified this first multilateral instrument drafted to address the problems posed by
the spread of criminal activity on computer networks (Convention on Cyber-Crime: 2001). The Convention on Cyber-
Crime will require parties to establish laws against cyber-crime, to ensure that their law enforcement officials have the
necessary procedural authorities to investigate and prosecute cyber-crime offences effectively, and to provide international
cooperation to other parties in the fight against computer-related crime.

The Convention on Cyber-Crime is the first international treaty on crimes committed via the Internet and other computer
networks, dealing particularly with infringements of copyright, computer-related fraud, child pornography and violations
of network security. It also contains a series of powers and procedures such as the search of computer networks and
interception.

Furthermore, the efforts of the G7 and G8 since 1996 illustrate the commitment of the international community to address
multi-jurisdictional issues related to cyber-crime. For example, the High-Tech Crime Subgroup within the Lyon Group
(formerly the Experts Group on Transnational Organized Crime) examines international technological issues.  The Group
is working together to build cooperation in combating computer crime across national borders.

At the G8 Justice and Interior Ministers’ meeting held at Mont Tremblant in May 2002, the Ministers endorsed revised G8
Recommendations on Transnational Crime; Recommendations on Tracing Networked Communications Across National
Borders in Terrorist and Criminal Investigations; as well as a number of other documents that would help governments to
combat high-tech crime.

United States

The United States began to respond to the cyber-crime problem in 1984 when it enacted its first law, the Computer Fraud
and Abuse Act (18 U.S.C. 1030), directly targeting attacks on computer systems.  In 1991, the Department of Justice
created a specialized unit to address computer issues.  The Computer Crime and Intellectual Property Section evaluates
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computer crime problems, offers legislative and policy proposals to address these problems and prosecutes those who
violate the law.

In 2001, the U.S. Department of Justice proposed creating nine specialized prosecutorial units that would be dedicated
to fighting cyber-crime.  The new teams will be called Computer Hacking and Intellectual Property Units and will focus on
high-technology crimes including computer intrusions and hackings; theft of computers and high-tech components;
fraud, copyright and trademark violations; and, theft of trade secrets and economic espionage. To date, five units are
currently operating in the U.S.

The Federal Bureau of Investigation (FBI) has also taken a number of steps to address cyber-crime. The National
Infrastructure Protection Center was created in February 1998 by the FBI and was given a mission to detect, assess, and
investigate significant threats and incidents concerning intrusion of critical infrastructures. During the course of such
investigations, it was increasingly found that the intrusion was merely the first step in a more traditional criminal scheme
involving fraud or other financial gain (Kubic: 2001). This has been the case in numerous incidents involving computer
intrusions into the databases of credit card companies, financial institutions, online businesses, etc. to obtain credit card
or other identification information for individuals. This information is then used in schemes to defraud individuals and/or
businesses. In addition, the FBI continues to develop and operate cyber-crime task forces consisting of investigators and
resources from other federal agencies as well as state and local agencies. The United States has also actively participated
in the area of cyber-crime at the G8 Justice and Interior Ministers’ meetings and at the Council of Europe Convention on
Cyber-Crime meeting.

United Kingdom

In June 1999, an Internet Crime Forum was formed in the United Kingdom (UK), bringing together representatives from
government, law enforcement and the Internet industry.  Its overall aim is "to develop and maintain a working relationship
between the Internet Service Providers Industry and Law Enforcement Agencies in the UK, such that criminal investigations
are carried out lawfully, quickly and efficiently while protecting the confidentiality of legitimate communications and with
minimum impact on the business of the industry." (The Internet Crime Forum: March 2001).

In addition to issues identified by the Forum, a national hi-tech strategy was drawn up which included a strategic threat
assessment (Project Trawler) published in 1999 by the National Criminal Intelligence Service.  Project Trawler identified
significant gaps in investigative capability at both local and national levels and informed policymakers of the potential
threat of high-tech crime.  In response to the gaps, the first National Hi-Tech Crime Unit became operational in April 2001.

Internet content hotlines, such as the Internet Watch Foundation in the UK, have been established as an effective
mechanism for dealing with complaints about the content of the World Wide Web and in Usenet newsgroups. These
hotlines will also establish a contact system with overseas police forces in accordance with the UK’s commitments at the
G8 Justice and Interior Ministers’ meeting at Mont Tremblant in May 2002, and as a result of the UK’s work at the Council
of Europe Convention on Cyber-Crime meeting in November 2001.

Canada

Canada is an active participant in a number of international organizations such as the G8 Group of Senior Experts on
Transnational Organized Crime, the Committee of Experts on Crime in Cyberspace of the Council of Europe and the
Organization of American States Group of Government Experts on Cyber-Crime.

The Government of Canada hosts global summits, conducts international studies and has helped draft the Council of
Europe Convention on Cyber-Crime. The Canadian Association of Internet Providers is sharing information with European
Internet service providers and working with other countries to develop international solutions.

Similar to the US’s Infrastructure protection program, the Office of the Critical Infrastructure Protection and Emergency
Preparedness (OCIPEP) was created by the federal government in 2001. OCIPEP provides national leadership to help
ensure the protection of Canada’s critical infrastructure – in both its physical and cyber dimensions – regardless of the
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source of threats and vulnerabilities. OCIPEP works with various departments, especially Solicitor General Canada, to
develop a comprehensive approach to protecting our critical infrastructure and responding to incidents.

There are a number of other major national initiatives in place that address concerns regarding offensive and illegal
content on the Internet.  In 1997, a Federal-Provincial-Territorial Working Group on Offensive Content on the Internet was
established to examine issues relating to the unlawful use of new communications technologies, particularly the Internet
and its role in the distribution of offensive content such as child pornography, obscenity and hate propaganda. As part of
this initiative, the Working Group in Cyber-Crime has  given its attention to Internet luring which, in some forms, could be
considered a criminal activity and to communication with children for purposes of sexual exploitation. This Working
Group’s primary focus is on the criminal law issues associated with new technologies, such as providing law enforcement
with the proper tools and legislative framework to combat cyber-crime – especially online child pornography.

A federal interdepartmental strategy, entitled “Canadian Strategy to Promote Safe, Wise and Responsible Internet Use”
presents an end-user model to address illegal activities on the Internet.  Its goal is to educate Canadians about illegal and
offensive content on the Internet, and empower them to take action in their homes. In addition, this strategy has led the
Government of Canada and the private sector to examine the costs and benefits of establishing a Canadian hotline to
report illegal Internet content.

The Federal-Provincial-Territorial Consumer Measures Committee has established an Electronic Commerce Working
Group with a mandate to examine consumer issues related to e-commerce and to develop options with respect to
consumer education, industry self-regulation and consumer-protection legislation.
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PART IV – DATA COLLECTION EFFORTS IN THE UNITED
STATES, THE UNITED KINGDOM AND CANADA

United States

Some national data collection methods on computer-related crime in the United States include:

(1) Uniform Crime Reporting (UCR) National Incident Based Reporting System;
(2) National Victimization Survey;
(3) Computer Crime and Security Survey;
(4) Internet Fraud Complaint Center; and,
(5) Other Planned Programs.

1. UCR National Incident Based Reporting System:

The UCR National Incident Based Reporting System (NIBRS) collects incident and arrest-level crime data maintained in
law enforcement records (similar to Canada’s UCR2 survey).  The NIBRS includes a category that captures data on
computer crime incidents.

It is the national UCR Program’s position that computer crime actually involves historical offences such as larceny,
embezzlement,  and trespassing, which are being perpetrated through the use of a new tool, the computer. If larcenies,
embezzlements, and trespasses relating to computers were to be reported under a new classification called ‘Computer
Crime’, the national UCR Program’s traditional time series relating to such crimes would be distorted.

To avoid such a result, NIBRS provides the capability to indicate whether a computer was the object of the crime and to
indicate whether the offender(s) used computer equipment to perpetrate a crime (see text box “NIBRS and computer
crime”). This data element should be used to indicate whether any of the offenders in the incident were suspected of
using a computer, computer terminal, or other computer equipment to perpetrate the crime (see Appendix A for the
Incident Reporting Form).

NIBRS and computer crime:

The NIBRS provides the capability to indicate whether a computer was the object of the crime and whether the offenders
used computer equipment to perpetrate a crime.

1. Where the computer was the object of the crime:

Data Element 15 –PROPERTY DESCRIPTION- enter 07= Computer Hardware/Software- defined as computers,
computer peripherals, eg., tape and disk drivers, printers; and storage media i.e., magnetic tapes, magnetic and
optical disks, etc.

2. Where the offender used computer equipment to perpetrate the crime:

Data Element 8 –OFFENDERS SUSPECTED OF USING- enter C= Computer Equipment

For example (1) A computer hacker used his personal computer and a telephone modem to gain access to a company’s
computer and steal proprietary data. C = Computer Equipment should be entered.   (2) A private residence was burglarized
and a personal computer was stolen, along with other items. C = Computer Equipment should not be entered because,
even though the computer was one of the fruits of the crime, it was not used to commit the crime.

Source: Federal Bureau of Investigation: 2000.
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In 2000, of the 45,950 computer crimes reported by the NIBRS2, 5,744 were crimes where the computer was the tool and
40,211 were crimes where the computer was the object.  The most common type of computer crime for both definitions
was larceny/theft.  Table 1 provides a breakdown of offences reported through the NIBRS in which the offender was
suspected of using a computer to commit the offence and where the computer was the object of the crime.

Table 1
Computer Crime Offences by Type, 2000, United States1

Computer was:

Tool Object

Assault Offences 878 282
Sex offences, forcible 73 15
Kidnapping/Abduction 12 32
Sex offences, non-forcible 5 0
Murder & Non-negligent Manslaughter 0 1
Crimes Against the Person 968 330

Drug/Narcotic Offences 605 606
Weapon Law violations 36 52
Pornography/Obscene Material 108 1
Gambling offences 6 4
Prostitution Offences 9 0
Crimes Against Society 764 663

Larceny/Theft Offences 1,589 19,950
Destruction/Damage/Vandalism of Property 485 2,990
Burglary/Breaking and Entering 373 14,174
Fraud Offences 756 595
Counterfeiting/Forgery 525 293
Motor Vehicle Theft 110 386
Embezzlement 84 277
Robbery 37 220
Stolen Property Offences 31 283
Arson 10 39
Extortion/Blackmail 7 10
Bribery 5 1
Crimes Against Property 4,012 39,218

Total 5,744 40,211

1 69 agencies submitted data where an offender was suspected of using computer equipment to commit a crime.  102 agencies submitted data where computer hardware/software
was the object of the crime in 2000. The NIBRS represents 13% of police agencies in the United States accounting for 16% of the US population.

Source: National Incident Based Reported System, Federal Bureau of Investigation, U.S. Department of Justice.

2. National Victimization Survey:

Victimization surveys are another method used to capture information on criminal offences and incidents.  Through the
Bureau of Justice Statistics, the U.S. Department of Justices’ National Crime Victimization Survey (NCVS) captures
information on crimes experienced by individuals and households and whether or not these crimes were reported to the
police.  In its 2001 incident report, the NCVS for the first time asked questions on computer crime.  These included
questions on computer use and experience with computer-related incidents (see Appendix B for details).    Once available,
these results will provide more information about the nature of crime being committed via the Internet.

2 In 2000, NIBRS represented 13% of police agencies in the United States, accounting for 16% of the US population.
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3. Computer Crime and Security Survey:

The annual “Computer Crime and Security Survey” is conducted as a public service by the Computer Security Institute
with the participation of the San Francisco Federal Bureau of Investigation Computer Intrusion Squad.  The aim of this
effort is to help raise the level of security awareness as well as to assist in determining the scope of computer crime in the
U.S.  The work focuses on the extent and types of computer crime and summarizes the financial estimates of loss from
respondents willing to do so.  Results from the 2001 survey indicate that 91% of  large U.S. corporations and government
agencies (based on responses from 538 computer security practitioners) detected computer security breaches within
the past year (Power: 2001)

4. Internet Fraud Complaint Center:

In May 2000, the Internet Fraud Complaint Center (IFCC), created by the FBI, and the national White Collar Crime
Center (a non-profit organization funded by Congress) went online.  The IFCC offers a central repository for complaints
related to Internet fraud and uses the information to quantify fraud patterns and provide timely statistical data of current
fraud trends (see text box for a description of major types of Internet fraud being reported).

In 2001, the IFCC website received 49,711 complaints, including computer intrusions, unsolicited e-mail and child
pornography.  Internet auction fraud was the most common reported offence, comprising  43% of referred complaints
(see Figure 1).

0 5 10 15 20 25 30 35 40 45
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Source: Internet Fraud Complaint Center, 2001.

Most Common Internet Fraud Complaints Reported, USA, 2000
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Major Types of Internet Fraud Reported to IFCC

Auction and Retail Schemes Online – These schemes induce their victims to send money for promised items, but then
deliver nothing or only an item far less valuable than what was promised (e.g., counterfeit or altered goods).

Business Opportunity/‘work-at-home’ Schemes Online – These schemes typically require an individual to pay but fail
to deliver the materials or information that would be needed to make the work-at-home opportunity a potentially viable
business.

Confidence Fraud – The reliance on another’s discretion and/or breach in a relationship of trust resulting in financial
loss.

Identity Theft and Fraud – the wrongful obtaining and using of someone else’s personal data in some way that involves
fraud or deception, typically for economic gain.

Investment Schemes Online – deceptive practices involving the use of capital either through income-producing vehicles
or through more risk-oriented ventures designed to result in capital gains.

Credit Card Schemes – unlawfully obtained credit card numbers to order goods or services online.

Source:  Internet Fraud Complaint Center: 2001

5. Other Planned Programs:

In addition to the data sources described above, in 2000, the Bureau of Justice Statistics (BJS) began strategizing the
development of a statistical program to measure changes in the incidence, magnitude, and consequences of electronic
or cyber-crime.  It has been proposed that these statistics will include data on both personal and property crimes, ranging
from e-mail threats and harassment to illegal use of or access to networks to commit fraud or theft (Bureau of Justice
Statistics: 2002).  The BJS and the Census Bureau, as well as representatives from businesses and universities, will
explore issues and design an agenda for the collection of cyber-crime statistics.

Currently, the Census Bureau is conducting a pilot survey of businesses with respect to computer-related crime. If
successful, the actual survey of about 36,000 businesses will commence in the Fall 2003 to measure the nature and
extent of computer-related crime against businesses. The survey will obtain information on the frequency and types of
computer crime, the cost of computer security, and the economic losses sustained (U.S. Census Bureau: 2002).

United Kingdom

The primary method used to collect data on crime committed on the Internet is the British Crime (victimization) Survey
(BCS).  The BCS measures the amount of crime in England and Wales by asking people about crimes they have
experienced in the last year. In its 2001 survey the BCS added the following questions addressing:

• Credit card use; where do people use credit cards? (including Internet)
• How worried are people about each of the places where they use credit cards?
• Credit/ bank card fraud
• Use of Internet to purchase goods
• Precautions when buying goods on the Internet
• Worry about virus attacks, someone accessing files without permission (home/work)
• Experience of virus attacks
• Worry about being sent offensive pornographic material over the Internet without  consent
• Receipt of offensive pornographic material

Once available, this information will provide further insight into cyber-crime activity in the UK.

Another method the UK uses to report illegal Internet material is through the Internet Watch Foundation (IWF). The IWF
assesses the material reported by the public and then notifies the service provider and the police. The IWF has a specific
mandate to deal with child pornography, adult material that would break the Obscene Publication Act, and criminal racist
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material.  The most recent statistics show that in 1999, 19,710 items were reported through the IWF, almost all being
child pornography (99%).

Canada

Canada presently does not have a uniform method of collecting data on cyber-crime activity.  Although limited, the
Incident-based Uniform Crime Reporting (UCR2.1 version) Survey and the Adult Criminal Court Survey, provide data on
the few Criminal Code offences related to cyber-crime.  Statistics Canada’s household surveys and a federally-funded
study conducted by the Media Awareness Network – ‘Canada’s Children in a Wired World Survey’ – and prepared by
Environics Research Group examine Internet use patterns among Canadian families.

1. 2000 General Social Survey:

The 2000 General Social Survey (GSS)3 collected detailed information on individual use of technology. Although not
designed to specifically capture information on cyber-crime activity, the 2000 GSS collected information on offensive
content and security issues relating to the Internet (see Appendix C ‘Measuring Cyber-Crime through the GSS’).

In 2000, 53% of Canadians 15 years of age and over said they used the Internet at home, work or somewhere else in the
last 12 months, a dramatic increase since 1994 (18%) (Statistics Canada: March 2001).

Offensive content, including the collection and distribution of obscene, hate material and pornography continues to pose
a concern for criminal justice officials in addition to parents of young children.   Highlights from results of the 2000 GSS
indicate that:

• 6% of parents reported that their child came across offensive content on the Internet.
• Half (49%) of Canadians have come across websites that contain pornography.  Of those that have come

across pornographic websites, 83% came across it unexpectedly and 46% found it offensive.
• 13% of Internet users came across content that promotes hate or violence to a particular group.
• 8% of Canadians who used the Internet had received threatening or harassing e-mail.
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3 The GSS is an annual telephone sample survey covering the non-institutionalized population aged 15 and over in all provinces.  The GSS related to
technology is conducted every five years.  Data were collected over a 12-month period from January to December 2000. The representative sample
had 25,090 respondents, representing an 81% response rate.
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According to results from the GSS, 5% of Canadians that used the Internet in the past year experienced problems
associated with security. Forty-five percent of respondents indicated problems with a virus, 32% reported someone
hacking into their e-mail accounts or computer files, 11% said their personal information was made public and 9%
indicated receiving threatening e-mail (see Figure 2) (refer to question 4 in Appendix C ‘Measuring Cyber-crime through
the GSS).

2. Household Internet Use Survey:

This Statistics Canada survey asks about Internet use by Canadian households and is administered to a sub-sample of
households included in the Labour Force Survey.   The most recent data from this survey showed that Internet use by a
household member from one location or another (e.g. home, work, school, etc.) increased from 51% in 2000 to 60% in
2001.  These persons are accessing the Internet more frequently and they are staying on-line longer even though privacy
is still a concern for the majority of respondents.  Close to 60% of Internet users expressed concern about privacy on the
Internet.  Respondents indicating regular use from home reported that they were concerned about content that may be
viewed by children in the household, particularly pornography (80%) (Statistics Canada: July 2002).

3. Canada’s Children in a Wired World: The Parents’ View

The national survey - Canada’s Children in a Wired World - conducted in 2000 by the Media Awareness Network, and
funded by Industry Canada in partnership with Health Canada and Human Resources Development Canada, found that
51% of online parents indicated that the biggest concern in terms of their child’s Internet use was exposure to inappropriate
material (including pornography, violence and hate sites).  A further 18% of the parents reported they were most concerned
about interactive communications, such as Internet chat, and 23% of parents reported no concerns at all (Media Awareness
Network and Environics Research Group: 2000).

4. Adult Criminal Courts Survey (ACCS):

The ACCS collects data on disposed federal statute charges in provincial and territorial  adult criminal  and superior
courts. The data represent seven provinces and one territory and account for 80% of the national adult court caseload. To
date, the technology-specific offences that are presently in the Criminal Code include (see legislation for more detail):

– unauthorized use of computer - section 342.1
– possession of device to obtain computer service - section 342.2
– possession of device to obtain telecommunication facility or service - section 327
– mischief in relation to data - section 430.(1.1)
– theft of telecommunication service - section 326

Table 2 reveals that there is no consistent trend among any of these five offences between 1995 and 2001.  Possession
of a device to obtain a telecommunication facility or service and theft of telecommunication service are more predominant
than the other technology-specific offences.

Table 2
Technology-Specific Offences1, Number of Charges, Canada, 1995/96 to 2000/01

Criminal Code Offence 1995/96 1996/97 1997/98 1998/99 1999/00 2000/01

Mischief in relation to data - C.C.430.(1.1) 64 19 61 20 15 16
Theft of telecommunication service - C.C.326 433 443 520 396 301 270

Possession of device to obtain telecommunication
   facility or service - C.C.327 357 220 262 238 599 133

Unauthorized use of computer - C.C.342.1 25 26 57 113 43 58

1 There were no charges reported for possession of a device to obtain computer services (C.C.342.2) for 1995/96 through to 2000/01.

Note:  Adult Criminal Court Survey data are from 7 provinces and one territory representing 80% of the national adult court caseload.

Source:  Adult Criminal Court Survey, Canadian Centre for Justice Statistics Canada.
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5. Incident-based Uniform Crime Reporting (UCR2) Survey:

There are currently two versions of the incident-based UCR2 survey.  Only the most recent version (UCR2.1) includes a
data element “type of fraud” for recording any fraud that involves the unauthorized use of a computer or use of a
computer for illegal means.  In 2001, 32 forces were providing data to the UCR 2.1 survey representing 27% of the
national volume of crime.  These 32 police forces reported 100 incidents of computer-related fraud in 2001.  Some
examples include hacking, illegal use of user ID or personal password.

As in the case of NIBRS, the specific sections of the Criminal Code related to technology-specific offences (see ACCS
section above) are grouped with traditional offences such as fraud and theft.  The NIBRS provides a good basis for a
similar method to be adopted by the UCR2 survey to collect cyber-crime statistics.

6. PhoneBusters National Call Centre

PhoneBusters was established in January 1993 by the Ontario Provincial Police (OPP) Rackets Branch to collect
telemarketing fraud complaints, share evidence with other enforcement agencies and educate the public about
telemarketing scams. In June 2001, PhoneBusters became national in scope with the participation of the Royal Canadian
Mounted Police (RCMP). This joint venture enables the collection and analysis of data to identify national trends and
provide assistance in investigating telemarketing crime both nationally and internationally (Royal Canadian Mounted
Police: June 2001).

7. Cybertip.ca

In September 2002, the Government of Canada funded Child Find Manitoba to support Cybertip.ca, a hotline and
website to help prevent online sexual exploitation of children. The website allows the public to report potentially illegal
content and activities on the Internet, such as child pornography and luring, through an online reporting form. The
information is analyzed and then referred to the appropriate law enforcement agencies as required (Canada Newswire:
2002).
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PART V – RESULTS FROM CONSULTATIONS WITH POLICE

Police Definitions, Policies and Procedures Regarding Cyber-Crime

In Canada, there is no national mandate requiring police departments to keep track of the number of offences that have
been committed with the aid of the Internet/computer.  However, some police departments voluntarily do so.

In order to identify information needs as well as the feasibility of collecting cyber-crime statistics from police, the CCJS
contacted 11 major police agencies in Canada during 2002:

1. Halifax Police
2. Montreal Urban Community (MUC) Police
3. Sûreté du Quebec (SQ)
4. Ottawa Police
5. Royal Canadian Mounted Police (RCMP)
6. Ontario Provincial Police (OPP)
7. Toronto Police
8. Winnipeg Police
9. Edmonton Police
10. Calgary Police
11. Vancouver Police

Overall findings:

One issue in gathering data on cyber-crime from police is that there is no consistent definition of cyber-crime: five police
forces have implemented a formal definition, three had an informal definition and three did not have any definition.

The lack of a standard definition among police makes it difficult to ensure that cyber-crime statistics are collected in a
consistent fashion. The core problem is that many police forces make no distinction of whether the crime committed was
via the Internet or simply computer-related.

Table 3
Summary of Police Responses

Police Department Specialized Unit Policy/Procedures Definition Data

Halifax √ √  Informal √    Formal √
MUC √ √  Informal √  Informal √
SQ √ √    Formal √    Formal √
Ottawa √ √  Informal √  Informal √
RCMP √ √    Formal √    Formal √
OPP √ √  Informal √  Informal √
Toronto √ √  Informal No No
Winnipeg No No No No
Edmonton No No No No
Calgary No No √    Formal No
Vancouver √ √  Informal √   Formal No
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Most specialized high-tech units investigate only cyber-crimes where the computer is the target of the crime.  Where
cyber-crime is classified as the computer being the tool, other units will take charge.  For example, if an Internet fraud is
committed, the Fraud Unit will be responsible for the case.  The High-Tech Unit’s responsibility would be to provide
assistance if needed.

Although some respondents have policies and procedures concerning cyber-crime, most used informal procedures with
no specific guidelines.  Of the 11 police forces, the RCMP and the SQ were the only police forces that had implemented
formal policies and procedures.

Of the eight police forces having units that investigate cyber-crime, six collect, store and compile this information. This
information is stored in electronic format within their information systems specifically designed for intelligence gathering
and analysis.  Most of these forces indicated that a separate element was added to their records management system to
indicate whether or not an offence involved the aid of a computer/Internet.    Among the police forces that were able to
provide data, the most common offences being committed with the use of a computer were fraud, child pornography,
threats and harassment.

Many of the forces currently not reporting this information stated that it would be feasible to add a component to their
records management system to capture this information and that the procedure would not produce significant respondent
burden. Therefore, it appears that there is potential for future data collection.

Findings from individual forces:

Note:  Edmonton and Winnipeg police force do not have a unit that specifically investigates cyber-crime.

1. Halifax Police

The Halifax police department defines cyber-crime as: “any communication which attempts or completes a criminal
offence, sent or received by means of a computer.” The department investigates cyber-crime through the General
Investigation Section, with the exception of child pornography cases. Within the General Investigation Section four persons
are trained to deal with Internet-related crime issues.  In addition, the Computer Forensics Unit within the Technical
Support Section work on a number of files including computer hacking, Internet prostitution and pornography, frauds,
threats and child pornography.

Although no formal policy is in place, Halifax police determine whether an incident is a computer-related crime if
communications were sent, posted or received by way of a computer system.

The Halifax police department has a system in place that captures statistics on cyber-crime.  In 2001, 41 cyber-crimes
were reported, most commonly child pornography (8) and fraud (5).  ‘Other’ Criminal Code offences accounted for the
remaining reported offences.

2. Montreal Urban Community (MUC) Police

There is no formal definition in place within the MUC that defines cyber-crime. The Division of Special Tactics contains a
Crime Technology sub-unit that investigates cyber-crime.  The mandate of this sub-unit is to support other divisions with
incidents involving a computer. The number of crimes that this unit has provided assistance on declined 23% between
2000 and 2001, from 275 incidents to 213 incidents.

The Montreal Police Service is currently preparing formal policies and procedures relating to computer and Internet
crime investigations.

3. Sûreté du Québec (SQ)

The SQ defines cyber-crime as “all crimes that are committed through the Internet”. The Division of Cyber Surveillance
and Monitoring, operational since December 2001, is the SQ’s specialized unit that investigates and monitors cyber-
crime.  The Division analyzes and evaluates each crime to determine whether or not the crime is related to the Internet,
and carries out preliminary assessments of criminal information banks, suspicious Internet activities, Internet infiltration,
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child pornography, etc. The staff prepares and executes warrants and then forwards the file to the appropriate unit of the
police force concerned. In addition, the highly qualified and experienced staff supports and trains members of the Sûreté
du Québec and personnel from other assisting organizations. Between January 2002 and September 2002, the Division
provided assistance in 309 incidents involving 185 morality incidents, 99 economic crime incidents and 99 incidents
against the person.

4. Ottawa Police

Ottawa Police do not have a formal definition of cyber-crime or formal policy for computer crime investigation.  However,
there is a formal policy for certain investigation types that are Internet-related such as child pornography and fraud. In
1999, the Ottawa Police Service’s High-Tech Crime Unit was created to deal with cyber-crime activity.

The responsibilities of the High-Tech Crime Unit (HTCU) include:

• Crimes where the computer is the target of the offence (i.e. network intrusion or ‘hacking’). Crimes where the
computer is used as a tool (i.e. fraud, threats and harassment) are handled by the appropriate investigative
sections.

• Crimes related to child pornography on the Internet. Crimes related to child sexual abuse are referred to the
Sexual Assault Child Abuse Section.

• Forensic analysis of computer systems. Overall responsibility for the investigations remain with the assigned
sections (as above) while the HTCU provides technical assistance to these investigators. This can range from
recovered stolen property to death investigations.

• Technical assistance to other investigative sections regarding Internet issues. This can range from online suicide
complaint investigation to e-mail tracing.

In-house codes are used with their records management system to flag crime that has been committed with the aid of
the computer.

Ottawa Police Statistics on Internet-related Crime, 2000 and 2001

2000 2001

Threats 63 76
Threats to Partner   1   2
Child Pornography 31 26
Fraud> $5,000   7   6
Fraud< $5,000 31 28
Mischief with Data 10 17

TOTAL           143           155

Source:  Ottawa Police Service

5. Royal Canadian Mounted Police (RCMP)

The Computer Crime Program at the RCMP defines cyber-crime within two broad categories: computer crime and
computer-assisted crime.

Computer crime is any criminal act where a computer and/or its contents are the object of a crime.  Computer crimes
involve the Criminal Code offences relating to the unauthorized use of computers or mischief in relation to data.  These
also include hackers who gain unauthorized access to computer systems and tamper with data.

Computer-assisted crime involves traditional criminal offences that are facilitated by the computer (i.e. drug trafficking,
fraud, the distribution of child pornography, etc.).  In computer-assisted crimes the computer is used as a tool that aids in
the commission of the offence.
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To maximize its efficiency, the RCMP aligned its technological crime resources under a new Technological Crime Branch.
This Branch is responsible for research and development, policy and standards and investigational support in the
technological crime area. One of the specialized duties of this Branch is to investigate crimes where computer systems
and/or their contents are the objects of crime. This includes investigating abused telecommunication systems, particularly
in an  inter-provincial and international context. Another specialized duty of the Technological Crime Branch is to provide
computer investigative support including the search, seizure and analysis of electronic evidence in support of computer-
assisted criminal investigations, such as organized crime, national security, proceeds of crime and economic crimes.

The RCMP has a system in place within their Operational Statistics Reporting (OSR) System that captures data on
cyber-crime. In 1997 the RCMP implemented an Internet survey code providing the capability to determine whether the
Internet played a significant or integral role in the crime.  The number of cyber-crimes has increased from 54 incidents in
1997 to 768 incidents in 2001. In 2001, the most common cyber-crimes reported were mischief to data (376), child
pornography (110) and unauthorized use of a computer (58).

6. Ontario Provincial Police (OPP)

The OPP does not have a formal definition of cyber-crime for statistical reporting purposes. The OPP classifies a crime
as a computer crime when the substantive offence falls within Section 342.1 ‘Unauthorized use of computer’ or Section
430. (1.1) ‘Mischief in relation to data’ of the Criminal Code.

The OPP investigates cyber-crimes and supports the electronic search and seizure for the Anti-Rackets Health Fraud
Investigative Team through the Electronic Crime Section, developed in 1999.

The OPP does not have a specific written policy on how cyber-crime investigations are conducted; however, the OPP
does have a specific written policy and procedure on the search and seizure of digital evidence.  The investigation of a
traditional crime that involves a computer element such as the Internet or electronic evidence is conducted in the same
fashion as any other criminal occurrence, where the lead investigator could be from the field or headquarters but assistance
is readily available from the Electronic Crime Section. The Electronic Crime Section provides expertise upon request to
OPP detachments, OPP Bureaus, Government agencies, and other municipal agencies.

The mandate of the e-Crime Team is to provide technology investigative expertise in the areas of conducting forensic
computer searches, assist in traditional investigations in which computers are being used as a tool, investigate computer
crime as defined in the Criminal Code and act as consultants in investigations where technology is being used to further
a crime.

The OPP e-Crime Section has a system in place within their records management system that captures Internet-related
crime statistics.  In 2001, the e-Crime Section received a total of 191 requests for service, of which 70% were Internet-
related. The most common Internet-related offences were fraud (19), uttering threats (16), mischief to data (10), child
pornography (9), sexual assault (9) and criminal harassment (6).

The OPP also has the Child Pornography Unit, which is dedicated to the investigation of Child Pornography that includes
the use of the Internet and computers. The Child Pornography Unit has a system in place within their records management
system that captures Internet investigation statistics. In the year 2001, the Child Pornography Unit responded to 410
investigations, executed 91 search warrants, and laid 75 charges against 37 persons.

7. Toronto Police

Although there is no operating definition of cyber-crime with this police force, Toronto Police investigate cyber-crime
through the Sexual Exploitation Section and the Technical Support Section.

Part of the mandate of the Sexual Exploitation Section within the Sexual Assault Squad is to investigate exploitation on
the Internet.  Currently, the Toronto Police Service has six individuals dedicated to Internet child pornography investigations.
The Toronto Police are proposing a 2-year project which will address the growing demand for Child Pornography
investigation, and would bring the total staff in the Child Exploitation Section to ten members.
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In addition, the Technical Support Section also provides assistance to other units when a crime is committed with the aid
of a computer. This section currently has two individuals dedicated to forensic examination of computers and retrieval of
evidence.  The result of the 2-year project proposal would see the dedication of six additional officers.

To date, the Toronto Police Service has nothing in place within their records management system that traces cyber-crime.

8. Calgary Police

The Calgary Police Service defines technical/computer crime as “any action, which contravenes any law, and involves a
computer system or other technological device.  It may be that the device or computer system is an object of a crime, an
instrument used to commit a crime or a repository of evidence related to a crime.”

The Calgary Police Service’s Technical Crime-Unit is a sub-unit within the Commercial Crimes Unit.  To date, the Calgary
Police do not have a formal method of identifying and gathering statistics on cyber-crime.  The Technical Crime sub-unit
is in the early stages of building a database which will contain cyber-crimes in addition to statistics regarding crimes
involving the use of computers.

9. Vancouver Police

The Vancouver Police use the Canadian Police College’s definition of cyber-crime. They classify cyber-crime as per the
two sections in the Criminal Code that refer to criminal interference with a computer and/or the data therein. Other than
that, a crime is computer-related when a computer is used as an instrument of the crime i.e.: importing, exporting,
transporting or storing of data. The Vancouver Police Financial Crimes section is responsible for investigating any Internet-
related crime according to the Criminal Code.

To date, Vancouver Police do not have a system in place that captures cyber-crime statistics.  However, identifying the
crime as Internet/computer related should not be a problem for future data capturing.
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PART VI – DATA COLLECTION OPTIONS FROM POLICE

Based on the findings from the CCJS’s consultations with police and the review of other data collection methods from the
United States and the United Kingdom, two options have been identified for the future collection of data on cyber-crime
from police forces: conducting a special study  and modifying the Incident-based Crime Statistics Survey. Examples from
Household surveys described in Part IV illustrate other sources of additional information that are available.  This section
however talks about information related to the collection of police-reported statistics on cyber-crime.

Option 1:  Special Study

One option would be a special study to collect detailed information from police agencies that collect cyber-crime statistics.
As specialized units become more equipped to investigate cyber-crime, data collection methods may improve among
police forces in Canada.  Currently, at least six forces collect statistics on cyber-crime. Until such time that the UCR2
survey can be modified, a special study would permit police to provide the information they currently collect on cyber-
crime.

Advantages:

• Data availability - some data are currently available from police;
• Progress step towards defining the framework for the development of a new data element in the UCR2 survey;

and,
• Possibility/ability to have data before revisions to the UCR2 survey could be made.

Disadvantages:

• Absence of a formal definition of cyber-crime.  Data from different police forces may not be measuring the same
concept; and,

• Cost to develop a survey and data collection system, and analyze and disseminate data.

Depending on the number of police services participating, the focus of the study, questions asked, system costs and
deliverables, the costs of a special study would be a minimum of $100,000 over a 1 to 2-year period.

Option 2:  Modifying the Incident-based Crime Statistics (UCR2) Survey

Another option would be adding a data element to the UCR survey similar to the United States NIBRS  to identify whether
or not a Criminal Code offence is related to the Internet/computer.   For example, the officer would still code the violation
code that presently exists for the Criminal Code offence committed (e.g. fraud), but would use the new data element to
flag whether or not the crime was Internet/computer-related.

Below is an example of a possible new UCR2 data element:

DATA ELEMENT 1a

Name:  Cyber-Crime
Record: Incident Level

General Definition: A criminal offence involving a computer as the object of the crime, or the tool used to commit a
material component of the offence (Canadian Police College).
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Coding Options:

(i) No, incident is not related to the Internet or computer equipment
(ii) Yes, incident involved a computer/Internet- if yes go to Data Element 1b
(iii) Unknown
(iv) Not applicable

DATA ELEMENT 1b

Name:  Cyber-Crime Type
Record:  Incident Level

General Definition: This data element defines different methods to commit a criminal offence with the aid of the Internet/
computer.  These methods include the computer being used as a tool and the computer being used as the object of the
crime.  Child pornography, criminal harassment, intellectual property violation and the sale of illegal substances and
goods are some examples where the computer is the tool of the crime.  Hacking, defacing websites, creation and
malicious dissemination of computer viruses are examples where the computer is the object of the crime.

Coding Options:

(i) Object of the crime  (i.e. hacking)
(ii) Instrument/ tool for the crime (i.e. fraud, child pornography)
(iii) Unknown
(iv) Not applicable

Advantages:

• Possibility/ability to collect detailed information, not only on the Incident but also on the Accused and the Victim
(for offences against the person only);

• The UCR2 survey already exists - once the data element is added, there are no significant additional costs to
incur;

• Possibility/ability to produce annual statistics on the incidence of cyber-crime;
• Some police services are currently collecting cyber-crime statistics in their records management system; and,
• Many forces currently not reporting cyber-crime statistics indicated that adding a new component to their records

management system for this would not produce significant respondent burden.

Disadvantages:

• Implementation time - it will be a few years before another version of the survey with these and other changes
can be considered; and,

• Not all police forces provide data to the UCR2 - currently the coverage is 60% of the national volume of crime.

Modifying the UCR2 Survey is an expensive and lengthy exercise. However, once in place, the total costs would be far
lower than conducting future Special Studies to capture and analyze cyber-crime data.

RECOMMENDATIONS:

It is recommended that both options be used as tools for facilitating the future data collection of cyber-crime statistics.
Ideally, for the short-term, the special study (option 1) can be used  to survey all of the major police forces in Canada to
examine their current methods of data collection.   Through this option, data quality can be examined and assistance
provided to jointly establish common definitions, policies, procedures and data collection methods among police forces.
The results from this option can be used  to assist in the redevelopment of the UCR2 survey (option 2) which can be
viewed as a long-term goal.
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PART VII – CONCLUSION

Recent attention from federal, provincial and territorial governments, as well as the police community on cyber-crime has
led the CCJS to examine the feasibility of collecting police-reported data on Internet crime.  This report provides a
preliminary look into the feasibility of collecting police-reported cyber-crime statistics and offers possible options for the
collection of cyber-crime statistics.

Collecting police-reported statistics on Internet criminal activity presents a great challenge as it poses many questions
about data availability and reliability.  A range of factors including the absence of an uniform definition among police
departments, the lack of formal policies and procedures within specialized units, and the lack of resources provided to
specialized units investigating Internet/ computer crime contribute to the challenges faced in collecting accurate statistics
on cyber-crime activity.

New challenges, specific to cyber-crime, contribute to the amount of cyber-crime activity not being reported and investigated
by the police. In addition, cyber-crime may be one of the most under-reported form of criminal behavior because the
victim often remains unaware that an offence has even taken place, and in the case of businesses, are reluctant to report
for fear of loss of consumer confidence.  Sophisticated technologies, storage capacities of computer networks and global
distribution of information increase the difficulty of detecting cyber-crime. The literature suggests that most cyber-crime
occurrences may not be reported to police.

These challenges  include:

1. Technical challenges that hinder law enforcement’s ability to  find and prosecute criminals operating online;
2. Legal challenges resulting from out of date laws, and legal tools needed to investigate cyber-crime are lagging

behind technological structural and social changes;
3. Operational challenges to ensure that law enforcement officers are well-trained and well-equipped to work

together, including across national borders;
4. Difficulty in identifying the perpetrators of these crimes  as they frequently use false identities online and  make

use of anonymous re-mailer services; and,
5. Difficulty in identifying the exact location of the crime. These crimes can be perpetrated from any location that

has telephone service. Some examples include public Internet stations in airports, bus depots, libraries,
cyber-cafés and convenience stores.

However, collecting cyber-crime statistics at a national level is important in order to assess the impact that this type of
crime has on society. Governments and the police community rely on this information to help them enforce policies and
procedures as well as allocating resources to investigate and prevent the incidence of cyber-crime activity in Canada.

This report has presented two options for the possible collection of data on cyber-crime activity in Canada.  The short-
term option would be a Special Study to collect detailed information from police agencies that collect cyber-crime statistics.
The long-term option would involve adding a data element to the UCR2 Survey to identify Criminal Code offences
involving the Internet/computer as the object or as the tool used to commit the crime.
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APPENDIX A:  Incident Report: NIBRS Survey (USA)
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APPENDIX B: National Victimization Survey (USA)
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APPENDIX C:  Measuring Cyber-Crime through the GSS

The 2000 GSS (cycle 14) is the first cycle to collect detailed information on access to and the use of technology in
Canada (the 1994 cycle provided limited information).  The questions used to provide some measure of Internet crime
activity include:

1. To the best of your knowledge, while on the Internet have your children come across content that promotes
hate or violence against a particular group?

2. Have you ever received e-mail that you considered personally threatening or harassing?

3. While on the Internet, have you come across content that promotes hate or violence against a particular
group?

4. While on the Internet, have you come across websites that contain pornography?
Were you looking for this content or did you come across it unexpectedly?
Did you find it offensive?

5. Have you experienced any problems associated with security on the Internet?
What was (were) the problem(s) associated with security on the Internet?

(1) Viruses
(2) Threatening e-mail messages
(3) People hacking into e-mail accounts or computer files
(4) Personal information was made public
(5) Other

Source:  General Social Survey, Cycle 14: 2000.


